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Safety-Relevant Development Processes - Should

Everything be Restructured?
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With the intensified entry of software, even into safety-
critical areas such as steering and braking [l1] product
safety is becoming a hot topic. Besides leading to costly
recall actions that also take a toll on a producer’s image,
substantial financial risks are also incurred, above all in
product 1liability and producer liability. How can product
safety be assured, and what consequences does this have for
the development process? Does everything need to be re-
structured - or is it possible to build upon tried and true
methods? In this article Dr. Klaus-Jurgen Amsler, Senior
Consultant, Dr. Joachim Fetzer, Director of Vector Consult-
ing GmbH and Dr. Meinhard Erben, Legal Counsel for IT Law,
explain what is meant by a safety-relevant development

process.
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The implementation of a safety-relevant development process
is described in light of legal and technical constraints.
This approach begins with an existing process environment
and advances step-by-step to a development process that

meets safety needs and is efficient.

Legal Constraints

The TREAD Act [2] in the USA requires companies and employ-
ees 1n positions of responsibility to report - comprehen-
sively and proactively - all actions taken in response to
defective parts. Failure to do so may result in severe pen-
alties. The EU has incorporated similar product monitoring
duties into the existing General Product Safety Directive
(2001/95/EC) which was adopted into German law in June

2004.

A safety-relevant development process 1is characterized by
the production of products that satisfy the demands of
product safety, i.e. they are defect-free on every system
level, e.g. vehicle, control module and software. Defect-
free in a legal sense means to be substantially without
design or production defects. Software defects are gener-
ally design defects, since they always occur under identi-
cal conditions, while a faulty production process can lead
to manufacturing defects where there is inadequate quality

assurance.

This liability doctrine protects not only the individual
user, but also every third party, whereby differentiation
is made between product liability and producer liability:

e Product liability refers to the results of the pro-

duction process, i.e. the finished product.
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e Producer liability applies when the producer neglects
its organizational and diligence duties during devel-
opment and production.

The following remarks focus on development and production
processes and thereby, from a legal perspective, on (poten-
tial) producer liability. They address the question: What
duties apply to the producer in development and production

processes?

Organizational and Diligence Duties of the Producer

The producer must set up its business so that design and
production defects - even those in supplied parts - can be
excluded to the greatest extent possible or be detected by
controls. Since it is (nearly) impossible to develop soft-
ware-based systems without defects, the producer is obliged
to observe all organizational and diligence duties incum-
bent upon it in yet more meticulous detail, i.e. the soft-
ware-based system must - to the greatest extent possible -
be tested so intensively as to exclude serious hazard to

life or limb.

This applies especially to the development of embedded sys-
tems for motor vehicle applications, since complex mecha-
tronic systems (mechanics, hardware and software) are in-
volved. Development environments with consistent design,
implementation, integration, testing and simulation con-

cepts must be implemented in that area.

For the software producer, as well as the motor vehicle
producer, it is eminently important - also for evidentiary
reasons - to precisely observe standards on the state of

the art in technology, e.g. IEC61508 [3] or Process Matur-

Sicherheitsgerechte Entwicklungsprozesse - alles neu geregelt?

3/9



Technical Article VeCtO( v

ity Models such as CMMI [4] and SPICE [5]. The reason for
this is that questions of evidence play a central role in
product and producer liability. In contrast to the burden-
of-proof rules that apply in other legal situations, in the
case of producer liability the proof burden is reduced for
the injured party, or there may even be a shifting of the
burden of proof; essentially the injured party only needs
to show that the product exhibited an objective safety de-
ficiency, 1i.e. that the defect could have been avoided in
development. The judicial process frequently allows the so-
called “to all appearances“ criterion to apply as proof.
The producer can (and must!) then prove that it is not re-
sponsible for the defect, because in the course of conduct-
ing business it observed due diligence with regard to the
design and production of the product. To ensure that this
proof is even possible, it is absolutely essential to main-
tain and be able to verify analytical and design-related

quality assurance measures.

What should be done from a legal perspective?

The producer must fulfill the organizational duties cited
above and must also be able to prove fulfillment of these
duties at a later time. This requires that the producer
rely on effective Contract and Project Management and then

also apply it. The minimum requirements here are:

Structured development processes subdivided into

phases.

e Clear, complete, unambiguous and understandable
specifications including testing and acceptance cri-

teria.
e Procedures for Requirements and Change Management.

e Quality Assurance measures.
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Technical Safety Requirements

In the area of technical safety requirements, in the year
2002 the basic international safety standard IEC61508 was
adopted into the German body of standards and was published
as DIN EN61508. It represents the foundation for the state

of the art in software-based safety-related systems.

IEC61508 formulates organizational requirements with rules
for functional safety (management and evaluation), document
management and definition of a safety 1life cycle in the

context of total process orientation.

Analysis and Definition

Concept

Overall scope definition

Hazard and risk analysis

Overall safety requirements

Safety requirements allocation

l

Overall Planning Realization (Hardware, Software)
Overall operation and maintenance planning Ef:::};;eba;;i:r’"::;;:og -
~ Dverall safety validation planning electronic safety-related systems

10 Safety-related systems: other technology

Overall installation and commissioning planning 11 | External risk reduction facilities

Back to safety life cycle phase Installation and Operation
Overall installation and commissioning
] Overall Safety-Validation
Overall modification Overall uperaﬁun, maintenance and repair
and repair Decommissioning or disposal

Figure 1: Safety Life Cycle per IEC61508

Technical requirements relate primarily to the safety-
related integrity of the hardware architecture, 1i.e. the
probability of random hardware failures and systematic

safety-related integrity for avoiding and handling fail-
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ures. The latter should be applied to software and involves
implementing recommended practices and methodologies in

each phase of the software safety life cycle.

In mapping IEC61508 requirements to the three levels of the
Automotive Systems Engineering [6] approach - Engineering
Processes, Management Processes and Process Management - it
is clear that the requirements emphasize the level of Man-

agement Processes.

From
Idea to Product

Safety Requirements
Management Process: Safety Planning

“Plan, Control, Trace Configuration Management

the Engineering” Quality Management
Safety Assessments

Safety Life Cycle Requirements

of Processing”

Figure 2: Mapping IEC61508 Requirements to the Process Levels of Automo-
tive Systems Engineering

Requirements for a Safety-relevant Development Process

Accordingly, a safety-relevant development process must
possess certain characteristics in the areas of Require-
ments, Project, Configuration and Quality Management. These
process areas are described in Maturity Models such as CMM
[7], CMMI [4] and SPICE [5]. A development process that
fulfills Maturity Level 2 of this model already represents
a good foundation for a IEC61508-conformant development
process and also already fulfills the minimum requirements

defined above from a legal perspective.
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Based directly on this observation one can derive a way to
achieve a safety-relevant development process with Process

Management measures in three steps:

e Determine the process maturity level, based on a ma-

turity model.

e Perform actions needed to reach the minimum Maturity
Level 2 and simultaneously increase the efficiency of

the development process.

e Consider specific safety-relevant requirements as
complementary process building blocks, e.g. perform-
ing hazard and risk analysis to determine require-
ments for safety integrity or assessing functional
safety.

This stepwise approach to achieving a safety-relevant de-
velopment process can therefore be viewed as a measure

taken as part of continuous process improvement.

Summary

The systematic application of CMM, CMMI and SPICE maturity
models represents an important foundation, not only in ful-
filling the requirements of IEC61508 but also in satisfying
minimum requirements from a legal perspective. Starting
from this foundation effective Process Management is needed
to establish, in successive steps, an IEC61508-conformant
development process and to thereby deal with the issue of
producer liability proactively.

In conclusion: To achieve a safety-relevant IEC61508-
conformant development process very little needs to be re-
structured. It is possible, and advisable, to build pre-
cisely upon proven methodologies, provided that they meet

the (minimum) requirements presented.
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Figure 1: Safety Life Cycle per IEC61508
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